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With all the extra shopping you're going to be doing as we approach the holidays, it's more important 
than ever to protect your money and your identity. "It's the season to take advantage of  people. 
They're distracted," says Jason Glassberg, co-founder of  Casaba Security, a firm that advises 
companies on how to avoid hacking attacks. He urges people to be more on guard than ever, given the 
increase in shopping and travel activity that typically accompanies the season. Below are suggestions 
from security experts on how to keep your money safe this season:

Beware of  emails that contain links & unsolicited phone calls. A common tactic 
thieves use is to send emails appearing to be from a legitimate source, like a popular retailer (or even 
your financial institution), which contains an altered URL. Anyone who clicks on the link is then sent 
to a fake site designed to collect personal information, warns Adam Levin,  author of  the forthcoming 
book Swiped: How to Protect Yourself  in a World Full of  Scammers, Phishers, and Identity Thieves. "They might 
send you a promo email from what looks like Target, and it asks you to enter credit card information. 
Then, bingo, they've just stolen your data," Levin says. Since consumers receive so many promotional 
emails around the holidays, it's a particularly vulnerable time. 

 Additionally, if  you receive a phone call from a marketer asking for information or someone claiming 
to be from your financial institution who wants to check a fraudulent charge, hang up and call the 
number on the back of  your card, Levin suggests. That way, you can make sure you are speaking to 
your financial provider and not an impersonator. 

Shop carefully, especially online. Whether you're shopping on your phone, tablet or desktop 
computer, Levin suggests double-checking that you're on the correct website or app. "People clone 
websites," he notes. Before checking out and entering your credit card information, Levin says you 
should check that there is a "lock" symbol on the left side of  the URL, which confirms it's a secure site. 

Review your account statements more frequently than usual. While you might 
typically wait for your monthly credit card statement to comb through charges, Levin suggests 
reviewing charges more frequently around the holiday season so if  you do see anything erroneous, you 
can report it quickly. 

Watch for skimmers. "Skimming runs rampant during the holidays," Levin says, so be on the 
lookout for devices that are attached to card readers and ATMs. Skimmers copy your card information 
that thieves steal to replicate your card to make unauthorized purchases.  

Don't shop from a coffee shop. "Don't make transactions within public Wi-Fi networks," 
Glassberg cautions. A criminal can access the information passed through the network, too, which 
means your banking information is at risk. "People forget their phones and tablets are just computers, 
too. You're no safer using your phone than you are using your laptop if  you're connecting to a wireless 
network," he says.

Limit your social media sharing. The security questions on financial accounts often overlap 
with the information we share on social media, including date of  birth, anniversaries, pets' names 
and mothers' maiden names. Glassberg suggests increasing privacy controls on Facebook and other 
accounts as well as using hard-to-guess passwords.
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If you notice any fraudulant 
activity on any of your Hiway 
accounts or believe you may 
have been a victim of identity 
theft and it may impact your 
accounts, notify us right away. 

Hiway Tips! Utilize Visa® 
Checkout when you shop online. 
This stores your cards, shipping and 
billing information directly with Visa, 
so you don't have to provide it to 
each online storefront, providing the 
most secure and easy transaction 
process. All of your Hiway Visa credit 
and MasterCard® debit cards work 
with Visa Checkout.

!

Hiway Tips! We recommend using 
your credit card when shopping 
online to avoid money coming 
directly from your checking account 
if your card becomes compromised. 
You can also take advantage of 
points and rewards that come with 
your cards for your holiday shopping.



15% off

Federally insured by NCUA follow us!

OUT&ABOUT

With you on the Road of Life

Hockey season is in full swing and you can show your Minnesota Wild 
pride with our Minnesota Wild PowerPack accounts. Open a checking 
with a Minnesota Wild branded MasterCard® Debit card or a Minnesota 
Wild branded Visa® Rewards card and not only will you receive 15% 
discount at The Hockey LodgeTM when you show off your card, you will 
also gain a chance to win prizes each time you use your card! 

Minnesota Wild Youth Savings accounts also available, so your whole 
family can join! 

Visit hiway.org or call at 651.291.1515 or 800.899.5626 for more details.

On October 10, 2016, Hiway's Pave the Way team was out to 
spread kindness along with 25 other Minnesota credit unions on the 
fourth annual Plus it Forward Day. 

The Pave the Way team with the help of  our members collected 
971 pounds of  food along with $813.56 for our "Fill the Truck" 
fundraiser to benefit Keystone Community Services. 

Later that day, we joined forces to serve at 3 of  our local Ronald 
McDonald locations within the Twin Cities. 

We appreciate everyone who has helped and continues
to help participate in our efforts to Pave the Way!

Top Left: Amanda, Minnesota Wild Youth Account winner of hat, duffel & water bottle; Top Right: Hiway 
associates with Julie, PowerPack winner of Minnesota Wild tickets; Bottom Left: Nellie, Minnesota Wild 
Youth Account winner of hat, mittens & puck; Bottom Right: Jerry, Powerpack winner of signed Minnesota 
Wild jersey. 

MINNESOTA WILD POWERPACK

 Wild
Prizes

 you can
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Winners every month

BLACK FRIDAY
EVERYDAY UNTIL 1.15.17

HOLIDAY LOAN

‘Tis the season at Hiway when everyday is Black Friday with our 
Holiday Loan deal.

• Borrow up to $3,000
• Receive holiday rates as low as 5.99% APR1 

• Make no payments for up to 90 days2

Buy gifts. Travel. Host a holiday party. Whatever your additional 
expenses are this holiday season, use the extra funds to stretch your 
budget further.

1APR is Annual Percentage Rate. Offer valid from 10/15/16 through 1/15/17. Minimum amount financed must be $1,000. Existing balances on Hiway loans are not eligible for holiday rate. Actual rate may vary based on credit 
history and loan type. Rates are subject to change without notice. Automatic payments are required. Repayment term is 12 months with monthly payments of $86.06 per $1,000 borrowed. Qualifications apply. 2Payments may 
begin up to 90 days from the date the loan is closed and interest will accrue during that time. Loan would be amortized over 9 months.

Top Left: Hiway associates Kim, 
SouaYee, Kim, Lorraine, Brian & Tina 
at Ronald McDonald House in Saint 
Paul. Top Right: Hiway associates 
Katie, Jessie & Lorraine at the Fill 
the Truck fundraiser; Bottom Left: 
CEO of Hiway, Dave Boden, serving 
at Ronald McDondald House in 
Minneapolis; Bottom Right: Keystone 
Community Services coordinator with 
Hiway associates, Suzette, Mike & 
Lakeisha.


